B Microsoft

Microsoft Security Virtual Training Day: Security, Compliance, and Identity Fundamentals

Mod 1 Describe Concepts of e  Zero Trust Resource Center

Security, Compliance, and e Shared responsibility in the cloud

Identity e What is the Microsoft Cloud Adoption Framework for
Azure?

e Authentication vs authorization

MOD 2 Describe the capabilities | ¢ What is Azure Active Directory?

of Microsoft Identity and Access | ® Azure Active Directory External Identities
Management Solutions e What is Azure Active Directory Authentication?
e Conditional Access

MOD 3 Describe the capabilities | ¢ Network Security Groups

of Microsoft Security Solutions e Azure DDoS Protection Standard overview
(Segment 1 of 2) e  Azure Security Center

e Azure Defender

e What is Azure Sentinel?

MOD 4 Describe the capabilities | ¢ Microsoft 365 Defender

of Microsoft Security Solutions e What s cloud app security

(Segment 2 of 2) e Microsoft Intune is an MDM and MAM provider for your
devices

MOD 5 Describe the e Know your data - data classification overview

Capabilities of Microsoft e Insider risk management in Microsoft 365

Compliance Solutions e eDiscovery solutions in Microsoft 365

e What is Azure Policy?
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https://docs.microsoft.com/security/zero-trust/
https://docs.microsoft.com/azure/security/fundamentals/shared-responsibility
https://docs.microsoft.com/azure/cloud-adoption-framework/overview
https://docs.microsoft.com/azure/cloud-adoption-framework/overview
https://docs.microsoft.com/azure/active-directory/develop/authentication-vs-authorization
https://docs.microsoft.com/azure/active-directory/fundamentals/active-directory-whatis
https://docs.microsoft.com/azure/active-directory/external-identities/compare-with-b2c
https://docs.microsoft.com/azure/active-directory/authentication/overview-authentication
https://docs.microsoft.com/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/azure/virtual-network/network-security-groups-overview
https://docs.microsoft.com/azure/ddos-protection/ddos-protection-overview
https://docs.microsoft.com/azure/security-center/security-center-introduction
https://docs.microsoft.com/azure/security-center/azure-defender
https://docs.microsoft.com/azure/sentinel/overview
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-threat-protection
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://docs.microsoft.com/mem/intune/fundamentals/what-is-intune?
https://docs.microsoft.com/mem/intune/fundamentals/what-is-intune?
https://docs.microsoft.com/microsoft-365/compliance/data-classification-overview?view=o365-worldwide
https://docs.microsoft.com/microsoft-365/compliance/insider-risk-management?view=o365-worldwide
https://docs.microsoft.com/microsoft-365/compliance/ediscovery?view=o365-worldwide
https://docs.microsoft.com/azure/governance/policy/overview

